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O eBPF (extended Berkeley Packet Filter)

Linux kernel Off =X,

Linux kernel Ol A Packet Filtering 2 {ISiAl AFEE.

How?? ] User Of|X €& ASZE T=T340 Z+2 eBPF Program 2
ZtMSE Linux Kernel 2 Y. Linux Kernel 0| A 2+ IHZ10f| CHaH O]
TS ASHA|FHA T2 Bt

%, User Of|A ZtMd3 T2 30| Linux kernel o &)=, Packet Hz|&
HOCE Linux kernel LHEO| A Al E|= 74,

O|E ?I8ll eBPF Program = %I Instruction set O [[I2 /Y.



O Restrictions of eBPF program

« User |A Kernel Memory £ Read / Write ti= Z= 24 2Hd510] AHA|Z7|H
O [}

OI=[2 =, eBPF Program S&A|0l= HM[etEl Memory Of|2H 2 7hs8h.

* eBPF Prgram O|M ®Z27ts¢t H|Z2[= of2iet 3.
(1) e M2[=2l Packet M &
(2) Map (eBPF Program Of|A| AFE3}7| 2|5 User 7t E2|ot | 0| E{)

(3) Stack (Stack frame pointer 2 7t5)

* User = eBFP Program Input & &7{LI Output & &= X =, eBPF Map

SH A ol
Hojg = US.



O Verifier of eBPF Program (in Linux kernel)

(1) Program Loading-Time
- Loop A=Kl AAL.
- Load/Store HZ0{7} S| = K| 2|2t M ASH=X| ZAL
-T2 2= HHNE HNSEE 7K simulation 3li=.
(in-order-execution)

(2) Program Run-Time
-eBPF Z2 0% M3 M/= register, stack &E| ZAL
- array out-of-bounds ZAAF 7t

e.g)val=arrlidx]; [0 if (idx >= 0 && idx < size) val = arr[idx];



Spectre variant 1 (CVE-2017-5753)
---- bounds check bypass

---- explore a vulnerable sample code



-- shared.c (shared library)

int arr2[10];

-- wictim.c

#include <stdio.h>

int secret = 3; Ta r-

[ Attacker }

Attacker = Victim Of input 22 -1 'd=Ct,

arr2[arrl[-1]] A& & arr2[secret] [] arr2[3] EZ2.

arr2[3] O] M2EIRACEZ, arr2[3] 0| CPU cache of 22t

Attacker = arr2 2| ZE HZ22[E H 2.
ol i, arr2[3]  cache Ol YCEZ wWa| M=l C}

Attacker = secret 22 “3” Q& =2 JI5.

(o)

rin

int arrl[10];
get!

int secret2 = 2;

int main(int argc, char **argw)
i
int idx;

int val;

idx = atoi(argwv[1]);
val = arr2[arrllidx]];
return 0;
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-= wictim.c

-- shared.c (shared library) #include <stdio.h>
int arrZ[lﬂ]; int secret = 3;

int arrl[10];

int secret2 = 2;

int main(int argc, char **argw)
{

int icdx;

[ Attacker } int val;

idx = atoi(argwv[1l]);

if (idx>=0 &8 idx<10)
val = arr2[arrl[idx]];

return O;

H

- Victim 0| A 22t 20| bound check ZEE F7}etCtH?? O|H0| Heot A2 Amljgt--

- 2ot Z0] etHMst bound check 7t F7tE|0] QIEHELE, AT & U

= o
[1 Spectre variantl 2 0|&!! 0|E &&3}H out-of-bound index £ if£ &8 7ts!!



-= wictim.c

-- shared.c (shared library) #include <stdio.h>
int ar‘rZ[l[l]; int secret = 3;

int arrl[10];

int secret2 = 2;

int main(int argc, char **argw)
{

int idx;

[ Attacker } int val;

idx = atoi(argwv[1l]);

if (idx>=0 &8 idx<10)
val = arr2[arrl[idx]];

return O;

- Exploit speculative execution to bypass bounds check

- CPU branch predictor = conditional branch 0] Cist 0| = A3 S X3St 0|2 0| 28HH,

(1) idx==0 = €0{A 100H &,

(2)if & & Al. CPU= 07|M= if 2 27|17} EM Bo| Yooz if 2= S0{Z et o
(3) idx==-1'911 A&, Branch predictor o 2|sl| if & ASHE,

(4) CPU = Lt&0f| of| Z0| HRE|QICH= AS QIXgh If 2 &l A = el else & A, O] mf A

register 0= &X| 24X|2F, cache 0fl= EHOIRUS.
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-= wictim.c

-- shared.c (shared library) #include <stdio.h>
int arrZ[lﬂ]; int secret = 3;

int arrl[10];

int secret2 = 2;

int main(int argc, char **argw)
{

int icdx;

[ Attacker } int val;

idx = atoi(argwv[1l]);

if (idx>=0 &8 idx<10)
val = arr2[arrl[idx]];

return O;

H

- Key insight of spectre vl

(1) branch prediction £ 0| 835t0{, HAIE L|8l| out-of-bounds B2 7tsE.
(2) CPU Of|M o & HZEZ QX =, MM FA5tHEE, A Fof 2T memory 7t cache Of ©3.

= [m=]
%, cache HEll= F|AE[X] &



-- wictim.c

-- shared.c (shared library)

#include =<stdio.h=

int arr2[10]; int secret — 3:
int arr_size = 10; it arriiion
int secret2 = 2;

int main(int argc, char **argw)
{

int idx;

int val;

[ Attacker }

idx = atoi(argwv[1]);

if (icdx==0 && idx<arr_size)

val = arr2[arrl[icx]];

return O]

¥
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AlSH = AL, true-false TtCHO| 2| ELL= 24, O] THEHO| ELHH, CPU = W&
A QXS A FA Jts. F, *'% F|AtOfR We| g 02 2A =":7f LHE|T|E I.JOH Al FAE|E
|
Ao

- Qtef o] [EQ} 20| if & LHEOf, B2l =22 M2 (arr_size) O] RJCtD SHH,
arr_size £ Ht=A| cache MlA] QIOHA],, if 20| =2|AH| HHE[=F sHof2t StCtH T2H0f of| & A& Jts.



-- wictim.c

-- shared.c (shared library)

#include =<stdio.h=

int arr2[10];

int secret = 3;

int arr_size = 10; int arrl[10]):

int secret2 = 2;

int main(int argc, char **argw)
{

int idx;

int val;

[ Attacker }

idx = atoi(argwv[1]);

if (icdx==0 && idx<arr_size)

val = arr2[arrl[icx]];

return O]

¥

(1) idx==02 '@0{A 100+ A2,
(2) arr_size 701l A SAA.
X SAXL H2 7tstt H22|= flush BEE Sl cache ol A S £ US. (CPU specific)
3)idx==-1'g21 A&, Branch prediction 0f 2[sl if & AI3HE.
4) arr2[arrl[-1]] [ arr2[secret] [Jarr2[3] 2. arr2[3] HIZ2[7t cache ol H3.

)
)

5) CPU £ O|Z A& Mifst 242 olX|stn, o ZAHst HHOE 4. (cache & F|& OHE)
)

(
(
(
(

6) 3&X= arr2 ZE 22| 2. arr2[3] Bt cache Off YD 2 #a| MZE MELA secret==32 F2



O Spectre vl 40| et A =4 (71& 2)

(1) arr2[arrl[idx]]; [ Ol2{¢t HEje| ZE m{E 0| ULo{OF &,

(2) ?l ZE ™M “idx” & SAXIIH Y 4= A0{0F L.

Flofot IE THEIS 2 THEO0{A AE!
Spectre v10| F|efot ZE IEH S 7%l eBPF ZE2 THS0{ A,
Linux kernel 0l A O|E A&H!!
Linux kernel memory £ OFOFLHEHI 2gl!



Exploit eBPF with Spectre variant 1

---- Read Linux kernel memory from unprivileged user

--—- Explore exploit code from Google project zero



Kernel

eBPF program

leak =
prog_map_offset + se-

cret * 1000;

prog_mapileak|;

prog_map

secret

User

e

leak-area-0

leak-area-1

leak area

SAKXE secret 2 LOtL= 40| S H.

prog_map array out- of-bound access E spectrevl

secret O] OOI':':I area-0 = access, secret 0| 1 0|™H area-1
2 access. 34Xt= area-0,13 01%' HIAM=XE HID se-
cret U= ==

HA =2 T i—.

—— prog_map_offs

) |f secret is 0, access leak-
ea-0 ..
— ?{secret is 1, access leak-area-



eBPF program

1’st challenge!!

leak =
prog_map_offset + se-
cret * 1000; - area 2 B2 User 7} 2| 2etslB=2 & £ US.
prog_maplieakl; —, - Pprog_map 2 HEW|M SHAY. User= & = &
pProg_map prog_map FAE HX ofLiolat 3h
Kernel
secret —— prog_map_offs
et
User —
leak-area-0 | |f secret is 0, access leak-
ea-0 . .

leak-area-1 e T SQcTet is 1, access leak-area-1

leak area

- prog_map_offset & F#35t2{H, area &, prog_map +



O Components of address of prog_map

components of the leaked address of prog map

(1st step) (2nd step) (1st step)
16 bits 15 bits 4 bits
bruteforced bisected hot physical
high part (aliased in page
1st step) »

- prog_map 2| FAE FEH{0F . prog_map 2 64-bitHE =
- X|A9| 17bit £ Linux kernel =2 M|A|of| 2lsif D™ E!.
- X519 12bit &= prog_map 0| page-aligned E|2 2, HA| 02 1HE,

- LHHX| 35bit & O™, M5t prog_map FAE & & US.



O What is the simplest way to predict?

eBPF program
prog_map[prog_map_offs B T T TR
etl(); (iststep) ][ (2nd step) || (st step)
prog_map Y ' T (:’.s‘i‘%’ﬁ‘i i o
st step
Kerne ~ 7
—— prog_map_offs
et
User —
lea k Aled ) |cak area MZHYCIH, &St prog_map 32 A

35-bit brute force ™. 2E T prog_map 201 CH3H otz 2H™ S =,
(1) ZH prog_map F2, area A2 7|89 Z prog_map_offset Al AL

(2) prog_map_offset 2 index E 5t0{ eBPF program &3, Spectre vl &&3H{0f & eBPF verifier 0f 2|8 HAAI=|E 2,

(3) area M =l HIMCHH, Moot prog_map &2 2!



O Problems of the simplest way

—— prog_map_offs

eBPF program
prog_map[prog_map_offs
etl();
i
prog_map
Kerne
User lea k Adlfég este—) leak area

et

MO, HE

) _ -

- 35-bit bruteforce. =&l. & G| #Z24| prog_map F4E &&= WH27? (Appendix-1 &)



O prog_map =+

3= eBPF program 24

eBPF program

prog_map[prog_map_

offs

et]();

prog_map

Kerne

User leak area

(1)

(2)

New Challenge!! — )

Cache line bouncing &
!

(Appendix-2 &)

(4)
(5)

Runtime 0| &x| Aldiz|= 3 E

» if (prog_map_offset>=0

&&prog_map_offset<prog_map.size)
prog_map[prog_map_offset]();

- prog map_offs

prog_map F20] et =2 =X

FH prog_map F2& MA. prog_map_offset M.
leak area Of CHdH cache flush (cache GIA g1H)

User memory O| 22 cache flush 0] &8st i & Ql

prog_map.size € cache 0| A A, (if & =2(A| AHE7] 2I3H)
0 kernel memory 0|22 User 0l A cache flush 271!
eBPF =24 Al

leak area @2 658 o

E
—
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CtS step 2, 0|2 &850 Linux kernel memory leak £=2i5t=



eBPF program

leak =
prog_map_offset + se-
cret * 1000;
prog_mapi|leak];

prog_map

Kernel

secret —— prog_map_offs
et

User —
leak-area-0 ) |f secret is 0, access leak-

leak-area-1 e T gg&?et is 1, access leak-area-1

leak area
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b full exploitation 2H2 Appendix-3 1.
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Exploit eBPF with Spectre variant 1

---- Limitations of exploit code from Google project zero

---- Update the exploit code to bypass SMAP



€BPF Program ey Access user-memory in kernel-mode
prog_map[prog_map_offs

et]();
prog_map B

Kerne
—— prog_map_offs

et

User —

leak area

- 2ot &2 B2 2 Kernel mode 0lAl User memory £ X2t
User memory 2 2= 7|50] &[0 US.

rr

Z4. %/l CPU 0| A= Kernel mode Of| A

- Intel 2 SMAP, ARM 2 PAN O|2t11 B &.

- [I}2tA, SMAP enable &[0 = A[AEIOA O] exploit 2 SEf5HX| @
SMAP O] enable &0 Q3.

19

X2 R AAH

ro

B5
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CBPF Program @ b Access kernel-memory in kernel-mode
prog_map[prog_map_offs

et]();

prog_map T

Kerne
=— prog_map_offs
et

leak area -+

User
- leak area £ kernel 2 f7|H E.
- SIX|BE XTIEQI 2| A |eak area = FE HEE|0|E 2, User = leak area S 2 4 g2,

- O{EA User7t 7 HZ2[Ql leak area E WY = USW??



Virtual Ad-

dress
€BPF Program oy Access kernel-memory in kernel-mode
prog_map[prog_map_offs
eti();
prog_map 1T
Kerne =— prog_map_offs
et
leak-area-kernel 4— Physical ad-
dress
User| |eak-area-user leak-area

- User page 7t kernel 7HF A0 20| &S| AtA S 8.
(ret2dir, 2014, USENIX Security)

|0

- &, leak-area- kernel, leak-area-user = 75*8 %E|2,<__+_§ 7}2]7|2 2, |eak-area-kernel 0] H-2E0{ A
I Zte 2ajx=A0|0 2]



Virtual Address

€BPF Program ey Access kernel-memory in kernel-mode
prog_map[prog_map_offs

et
prog_map B
Kerne = prog_map_offs
et
leak-area-kernel 4— Physical ad-

dress

User| |eak-area-user _/\> leak-area

1. leak-area-user Ol CH38H cache flush.
2. eBPF =211 A3l Secret 20| L2} leak-area-kernel 2 2.
3. leak-area-user £ 2. ML= &0 2} secret U2 F2.



Demo
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Spectre variant 4 (CVE-2018-3639)

---- speculative store bypass

---- explore a vulnerable sample code



Zt

O Spectre variant 4 2 H2

Memory disambiguation (== Speculative store bypass)

S load HH2 ™

EHOI[Af, Ct

X EH mZ2|of ojFof XE



O Spectre variant 4 of | 2fst I E THE

(1) ptr = *3tack:
(2) *ptr 1dx;
[ewal]

(3)1dx2 = *ptri:;
(4)wval = arr[id=x2Z]:;

In-order execution flow (1[]2[]3[4)

(1) ptr="stack; [Jstack0| U= 22 3.
(2) *ptr=idx; D(HNA“NQEHHWEmU$*%H 71 = store 28 7}
(3)idx2="*ptr2; [1(2) 2l store BHO| &M= wi7tX| 7|t

[ptr =4 SHRET, (2) AHE, MHAZ S, load B 2,
(4) val =arr[idx2]; [(3) <l 7"3—'}7*02 arr »2.

olr

OfRE = &

MO
IJIo



O Spectre variant 4 o F|fot = THE - £ &5} HH

(1) ptr = *=ztack:;
(2) *ptr id=x;

(ool

(3)1d=x2 = *ptr2;
(4)val = arr[idx2]:

Optimized execution flow (10304[02)

(1) ptr="*stack; [JstackOll J= 22 AS.
(2) *ptr=idx; (1) o] =AHO| 2t=E|[0{OFRt ptr =& =, [ Speculative store bypass!!

(3)idx2 =*ptr2; [ptr!=ptr2 2H 20| (2) sHA=E J|ciel mq ol
0(2) &= 7|Ct2|X| &1, 2= HHO| HIZ £,

(4) val = anidx2]; [1(3) o Z3HtCZ arr B2,

2|2t 20| ol & MM =0, ptr==ptr2 FUCIH?? 0| = A1lict A. CPU = 0| = Ao 2IX|5tn, A
T,



O Spectre variant 4 0 F|2fet = IHEH - 2oF & ZH[E|= AlLE|2

(0} *ptr = secret; (0) *secret addr = secret; (0) *secret addr = secret;
(1) ptr = *satack: _ . - .
(2] *ptr = idx: (1) secret addr = *stack; (1) e.!ecfet_addr *stack; -
(3) idx2 = *ptr2: (2) *secret addr = id; (3) 1dx2 = *secret addr; (idx2 = secret;)
(4) wval = arr[idx2]: (3) ids2 = *secret addr; (idx2 = idx;) | (4) val = arr[secret],
val = 1dx] Z2) |*secret addr = idx;
Code |4) val = arr[idx]; 2) _
In-order exe- Vulnerable
cution flow execution
flow
secret A2 QHE! -secret_addr Ofl Q= O|™ 2} secret 2 &3

) = =g
- ptrOI secret address E.l'J_'_ 7|_;g| secret 0“ |I|'E-|' E|'._ I]'||EE| B EAN

secret address O| A= secret 240| MZEHE| 0] Q= AEY.
ptr==ptr2 ¢l 2.

- &, secret_addr 0 {EE0| JH O™ Zk secret 2 H= + ULCH!



O Spectre variant 4 exploit 2 2|8t 71  7AL

[ (1) ptr = *=ztack:; ]
(2) *ptr id=;
(o)

[3)1dxs = *ptrd;
(4)val = arr[idx2]:

2l Ao, (1), (2) 7F B2 Wa| AWEICIH? o= Aol 3l (3), (4) 7 AWK @S,

n

kM, stack 0| H=0l CHSE M2 2| E cache 0| A O|2| MZ{3H FOF g, o|& &dl (1), (2)
LA St S THS0{0F2t (3), (4) 7t o= A" & == /US.



Exploit eBPF with Spectre variant 4

---- Read Linux kernel memory from unprivileged user



O Exploit code from Google

- https://www.exploit-db.com/exploits/44695/

- Root #3%t kernel code =8 Z Q. real world exploit O|2t11 E7| O{2{ 3.
- m2tM Google 9| exploit code M2 MZX| @t 11, CHE MEF9| exploit code X,
(Variant4 Gadget 2| 7|2X 2l JE= Google exploit code E *11)

A& ZH=, User #otollM =7} 71 10| Kernel memory read dh= A.



O Review

(1) Spectrevariant4 & 0|85}, E& |2 2[0]| O|H0| MEEAT 2= HS

(2) eBPF Program O|A HZ2g = A= Memory & H|eHE|0 U3,

- 24t Kernel memory H 2 27s.
- eBPF Program Of| A A}%ﬁ}.‘: Kernel stack memory = &2 7ts.

- eBPF Program Of| M Kernel stack memory EZ5t7| 2= FX2H oHH write & 3l{0F

(Uninitialized stack 242 27| 2IsH)

O High level strategy

Spectre variant 4 (—. A =20 0|I101| MNEE ZFHeE A 7f ) E83104,
eBPF Program 2| M| ’

AKXt M2 M| 22| E secret address 2t HA, (LH Kernel memory).

0| H22l= ZH=Z H2 27ts.

- secret address £ stack 0l &. (stack 0l O|F 0| HEE|IAH Zf0| £ =)
-Variant4 224 £d.

- el A2 4= QU secret address £ load 7ts. secret 4 =& & =
- secret 240l 2t CHE leak area 2.
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O Memory layout

Kernel

eBPF program
set_stack();
attack();

e
Okl Okl
N Y
o
—o

34 TR 3 2EHAE 1 HE.

| ¢t stack =H]|

secret_addr

fp—72t

0

Stack for eBPF program

secret

leak_area

User

leak_area

secret_addr
: secret O =4,
leak_area

: secret O 2t CHEA B2 data.



O 3242 9/t eBPF program #+ =32
(1) ptr = * (fp-144);
/* Stack and data ®/ (2) "prr = fP_ElEi
- . (3) ptrd = =(fp-72):
#* (fp-T2) = secret addr; _ -
. (4) =ecret = *ptrd:
*(fp-144) = fp-72 (5) if (secret == 0)
# (fp-216) = 0O; cxirs
(6) *leak area:;
(1) ptr = fp-72; (1) ptr = fp-T72;
(2) *ptr = fp-216; ==» overwrite secret addr! (3) ptr2 = secret addr;
(3) ptr2 = fp-216; (4) secret = *szecret addr;
(4) secret = #ptrl; == secret = [ (3) 1f (zecret == 0)
(5) if (secret == () SX1L;
exit: (6) *leak area;
In-order execution Vulnerable execution

flow flow



O Exploit 833}7| I fp-144 H|2 2|7t cache Of| A glo{oF &t

(1) ptr = *(fp-144)} memmmd O] YYO| 2|7 UYAR £/0f0},
(2) ptr = fp-216; (3)~(6) BHOI7} XY FpsiLt
(3) ptr2 = *(fp-72);
(4) =ecret = *ptr:;
(S) if (=secret == 0)

exit;

(B) *leak area;

- “fp-144” HI22|Z cache 0| M |8 0F2F B, = A|? (Flush kernel stack memory from user)

- Kernel stack memory 0[7| tjZ0| ZHX}t= cache flush E7}s.
- Kernel stack memory 0|7| 20| SZAXt= cache line bouncing 27ts.
- Cache eviction § 71 A| s X[2F E7HSUS.

rr
kU
M
M
%
_\'I_

- Google exploit code 0 A= O|E I8l Kernel code £+X. Kernel 0f| fp-144 & flush st


https://www.exploit-db.com/exploits/44695/
https://www.exploit-db.com/exploits/44695/
https://www.exploit-db.com/exploits/44695/

O Code gadget 2 27tX| HOZ LI+0{ 2X| CHA| £4

~

; .
(1) ptr = * (fp-144);
(2) *ptr = fp-2la; )
A3) ptrz = *(£fp-72) ;)

Code gadget-1

(4) =secret = *ptri:

(o) 1f (secret == 0) Code gadget-z
exit;

Qﬁ] *leak area; Y,

- A%-1) Code gadget-1 0| Code gadget-2 ECt HX HMHEICIH??
[ fp-144 (kernel stack) £ Yt=A| cache flush O .
0|2 Edlf Code gadget-1 2| Ml £ =F 0f &,
- A%-2) Code gadget-2 7t Code-gadget-1 HCt HA| AHEICHH??

[ fp-144 (kernel stack) 2 cache flushsiE 2R Qi S!!
X olz{st &&2 THSO{LH exploit HEX}!



O o™ 420l A Code gadget-2 7t Code gadget-1 EC} HXA| MME -~ US
(1) ptr = * [(fp-144) ;w
(2) *prr = fp-216; Code gadget-1
(3) ptr2 = *(fp-72) ;)
(4) secret = *ptr:;
(2) 1if (secret == 0) Code gadget-2
exit;
(\E] =leak area; Y,
Spectre variantl O Ci$t security patch W2 271X Q.
1) Sanitize array index
2) Add a barrier (lfence)
okof “2) Add a barrier” $HOZ patch 7t E|0{Ql= 2|54 F{'E0|2tH
Code gadget-2 7t Code-gadget-1 HLC} 2| Hlx|= L7t EXHe!! (':%7“ k)
Why?? ] Appendix-4 1.
Ubuntu kernel 4.4.0-[128~] HESHAM 34 7tsetE2 &2l Ubuntu security team Ol 2| ZZ&! o ME
OF&] X[ =|X|= 2. THX| 2HE[M 2 B2 = 3ZHIE 3I0e ofd.

H.
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Find and Exploit
real Spectre gadgets in Linux kernel



O Review

- Linux kernel 0| 21X ZXHSH= Spectre gadgets 2 &0t 11, exploit 8§ £ XH!
- Spectre gadgets o] =

1) F oot = T4 JtE (Variantl, Variant4).
2) User process 0f| A 1) THEOf| malicious input ™Y 7}s.

O How to easily find exploitable Spectre gadgets?

- = 27H0] THAK A,

1) F|2k$t = THE JHE (Variantl, Variant4).  [JLinux kernel 2| 7| & F|2td Q& at AZSH EX}H !
2) User process 0lA 1) THEIO| malicious input M 7ts5. [17|&0 CVE 7t 2= ZET

N

- &, Variantl, Variant4 &t |fAtet SW #4E S 718l CVE E
Security patch El CVE of CH3H A CHA| S BB E = A

CHAl =20l 2= Al

M



O Revisit CVE to find Variantl gadget

- Z= 27H0] THAH A,

1) Variantl ZE IHE, [Jout-of-bound array access #|2fH.
2) User process 0l A 1) {0l malicious input & 7ts. [Jout-of-bound array access 0f| Ciet

7|& CVE
out-of-bound array access il Cigt 7|Z& CVE € #11, CVE I{X|El HHO| CHsi A Variantl &4

=
=,
A O
T o.

O CVE-2010-3437 is a great example

static struct pktcodvd device *pkt find dev from minor(int dev_minor)
{

if (dev_minor >= MARX WRITERS)
return NULL; NOt
return pkt devs[dev_minor]; patched

4

ztatic atruct pktedvd device *pkt find dev from minor (unsigned int dev minor)

{ ) ST T T ) Patched.

if (dev minor >= M&4X WRITERS) . .
return NULL; But, still exploitable
return|pkt_devs|dev minor]: pkt devs _ﬁ leak 7I_L|| by Va r|a ntl,

KASLR 22| 7ts!!

ﬂIIO



O Revisit CVE to find Variantl gadget

- 0|9t 2 MEOZ & 3719 real gadget A%, Linux kernel patch 77HX] gt

[I|0

- M=l 2 exploitable Variantl gadget &: 37 (&2 &
- exploit 8 & (KASLR 22/): 274
- Linux kernel patch 2tg : 274 (17l= S8 8i3)

)

O Exploit the Variantl gadget!!

- See the code!!



O Revisit CVE to find Variant4 gadget

- Z= 270] THat A,

1) Variant4 ZE IHEl. []Uninitialized stack F|/ 2.
2) User process 0| A 1) T{E0f| malicious input M 7ts. [JUninitialized stack 0ff CHet 7|& CVE

- &, Uninitialized stack ol CHgt 7|& CVE E #11, CVE WX|E X CHSHA Variant4d 42 .



Thank you



Appendix-1
-- How to optimize bruteforce on Variantl ex-

ploitation?



O Predict 16bit bruteforced high part

+1 == +2GB (2"31)

eBPF program /
prOg_map[prog_map_offs components of the | ress of prog_map
Sl (ssep) ) @rdsen) | (s
prog_map T —— il "(“.se‘;‘de") i -
1st step
Kerne
—
prog_map_offs
— et
User 2 barea ) area M2UCHH, prog_map 2| 4| 16bit &2 A!
g_

- XHm 16bit € brute-force 4
- SfX|2H 7N EXTt JUS.

(1) FIZe| =25IX| 42 19bit =

Aoz X2,

= ajd 5} 7Hol

= O HADO

2t 2gb area £ access Lt StCE2tE, O L0 H&ts| oC|E H2H

= ME =
(2) Z|ote| B, 2gb HIZE[E 25 EMGHOFZ 2gb area Of| U2 H2UZE & += US.

J2H bruteforce space = 2716 0] O], 27416 * (27431 /2419) == 2A35. A= 2435 7} &. 45 &4 ol



O Predict 16bit bruteforced high part with some trick

Kerne

eBPF program
prog_map[prog_map_offs

et]();

prog_map

User

Mmaped Virtual-File
Mmaped Virtual-File

Mmaped Virtual-File

2gb area

Virtual Mem-
ory

Physical Memory

Virtual-File Virtual-File

2gb area H|22| LHR 45, 7t EE| 2= 25 CH=X]| T,
=o| HZ22= 25 22 HZ22[S 7I2|7| =5 ottt

37 =™, 2gb area 3 7H4H 22| 0{C|S access BIEEHE,
E2 EE|U1|EEIO|E'§ 22 cache Of| M ZEH=ICEH
[C

2t SAXH= 2gb area & H £20 M2, access HEF
olst 4 QILCH!I



O Predict 4 bit hot physical page

Kerne

eBPF program
prog_map[prog_map_offs

et]();

prog_map

User

Mmaped Virtual-File

Mmaped Virtual-File

Mmaped Virtual-File

2gb area

Virtual Mem-
ory

components of

ss of prog_ms

(1st step) (2nd step) (1st step)
16 bits 15 bits 4 bits
bruteforced bisected hot physical
high part (aliased in page

1st step)

Physical Memory

Virtual-File

Virtual-File

Linux memory 2t& H|2f mjZ0f| 7%

Bytes.

At EES §jze =27 16

%, 2M pages == 16 7l page E +4.

4 bits hot physical page 4 0| £5t2{™, 0| 1671 page &
OIC|E M2/ =X| 2elstH &,

—




O Predict 15bit bitsected

+1 == +(2/16)
eBPF program /
prog_map[pro‘g_map_offs components of the leaked addre: f ap
etJ U; (1stsl_ep) (2nd s_tep) ' (1sts_tep)
16 bits 15 bits 4 bllsv
1st step)
Kerne —
—
prog_map_offs
et
I
U 1gb area-0 _ .
ser ) area-0 H2UCHH, area-0 S CHA| 2 LR A XIS,
1lgb area-1 N N
& pm————) area-1 M2YUCHH, area-1 2 CHA| 22 LR A TIA,

- quick search ¢12|& HENZ M.

(1) F==¢ 15bits of| CHal 271X M2 22 L.

(2) =X prog_map HllA eBPF T2 A3,

(3) area-00f access RCHH, area-0 & CA| 27tX| HIZE| 2 Lts. A
(access | & mth Al S2|H[22] trick 2-8)

Jp>
Ral
ot



O Predict 15bit bitsected

eBPF program

prog_map[prog_map_offs

+1 == +(2/16)

/

components of the leaked addre:

f ap

(2nd step) (1st step)
15 bits 4 bits
bisected hot physical
(aliased in page
1st step) | |

et](); (istsiep)
prog_map T — . "L‘?ﬁ'ﬁﬁ”ﬂ
Kerne
—
prog_map_offs
J et

User 1gb area-0
1gb area-1

[Quiz] quick search YEZ & HH |

off X=Z0f Tl 35bit &

2H quick search 212|& H&3H A 5K

p————) area-1 M2RUCHH,

Ne——

) orea-0 E2MCHH, area-0 = CHA| 22 LIE M T

UNENNNN?

b2t 15bit & 2 LH+7| 2lsiM 1GB ¥ 270 HR. 1GB = Linux 0o 2 7%3_ 37
ALO| 16bit 2 E2 LIs2{H?? TB2ZTo & o:|o:| 20 T, shx|at
Z, Linux memory 22| H[<F of20!!

|.
, Linux Of| A *I CH et st 37

area-1 2 CtA| E2 LI M T,

| = 4GB.



Appendix-2
-- Cache line bouncing to flush cache on kernel

memory



O Cacheincoherence

CPU-0 ‘s
—cache
0x10 16
0
0x10 16
0

- 0x100 HX| read.

- HZ22[oll= 32 2k= 2F AKX, CPU-0
cache & HX &QIstE2 160|2t=
o™ 2= AAlE.

el =LK LAl

Timeline

0x10

0x10

CPU-3 ‘s cache

16

32

- 0x100 HX| gf HE.

m—— - o 2a|IK| HrE,




O Cache coherence

CPU-0 ‘s CPU-3 ‘s cache
—cache
0x10 16 (valid) 6 (valid)
0
8x10 16 (valid) 2(modifiecb: g‘lTéOEOUI;:IﬁlH S,
0x10 invalid

.

0x100 HX| read.
Cache S7|3t T2 EZ0]| 98l in-
valid EI¥2E2 cache O|M &S £

1 1 I:IAl:l 220k oz Et
Timeline HZ2|ofl A o] 328t

(=] OIOAOO
AHEIQE‘IET}J



O Cache line bouncing

CPU-0 ‘s CPU-3 ‘s cache
—cache
0x10 16 (valid) 16 (valid)
0
00 |_16tald 2 modiiedie . HH 5
0x10 invalid
0

- Cache line bouncing??

) ] - 012{ CPU % §tLt2| CPU 7t 8tLt| Cache line & 1HIO|EEE: HAT AL, Z2 4]
Timeline  71x1= cf2 cPU oM 81 cache 7} invalidate 5= Z. (Zh+ S7|=HE {I8iA)



O Exploit cache line bouncing for removing prog_map.size from cache

CPU-0 ‘s CPU-3 ‘s cache
—cache
prog_ma ref = l, prog_ma I’ef - l,
p Size = 4, D Ssize =4,
ref=1 prog_ma — prog_map Ofl CH3t ref
pog.ma | Size=d e SR
p ﬂ’é‘ %EA fl‘EH Hzl%_M?:l
prog_ma invalid
P

Timeline

2AHS B ZAKHS T M SE MY, = MISE CH2 CPU O AAIZ.

Cache line bouncing 0| L™, CPU-0 0= prog_map 0| cache Ol ®|AH&. w2tA CPU-
00M SEZ 0|0{& &= US.

Cache line bouncing & ¢[3ll, prog_map & HZ4 0 5t=0, size = HE &7} refcount
=8 7ts. refcount =85H= eBPF program 2R,



O Cache line bouncing 2

eBPF program-1

-y diAE

eBPF program-2

&S prog_map F2 o

prog_map[prog_map_offs F——>

il
i
0zt

if (prog_map_offset>=0
&&prog_map_offset<prog_map.size)
prog_map[prog_map_offset]();

BPF_LD_MAP_FD(r0, == prog_map ©] refcount S7tA|#H F&= T2,
Kerne prog—map);
prog_map
- Full steps
User

2gb area

(1) =& prog_map &2 MH. prog_map_offset MH. (S52)

(2) 2gb area O CHdl cache flush.

(3) Cacheline bouncing 2 0|83t prog_map 2 7li+l0l| A X|A.
O| i, eBPF program-2 &&3t0{ prog_map af H3E. (CPU-3)

(4) eBPF program-1Z=1

o A
(5) 2gbarea M2 (& HEHL O HEZI2H prog_map &2 A.



Appendix-3

-- Full exploitation on Variantl



O Linux kernel memory leak = %/¢t eBPF program =2 =

data map[] = {secret offset, prog map offset, bitmask, bitshift};

1f (secret offset >= 0 && secret offset < victim map.size) {- |f_,_ ]_I:H
gecret = victim map[secret foset]

user leak offset = calc prog map offset with secret(secret, prog map offset):

if (user leak offset >= 0 && user leak offset < prog map.size) {- |f—E— 2|:||_'|
prog map[ user leak offset ]():

data_map: 5240 2R3t data A1IE'°* map
V|ct|m_map. kernel memory #f (secret) 202 f AFEE array map.

prog_map : secret, prog_map_offset 0f| (2} user memory (area) 2 8=
A E|= S4+E QI map.

secret: kernel memory /.
prog_map_offset: 0| EtAHOM &2 prog_map <-> area 0| CH?t offset.
user_leak_offset: secret 2}0j| [}2 IEEI access = ot7| ¢let 2|F offset.

2 If 2 18, 2 & 250 A branch prediction 2H44sH{of 2t!



O Linux kernel memory leak 2 ¢/$t Memory Layout

Kerne

eBPF program for leak

secret

victim_map

——

prog_map

data map[] = {3ecret offset, prog map offset, bitmask, bitshifc};
if (secret_offszet >= 0 && secret_offset < victim map.size) {
: zecret = victim map[secret offset];
user leak offset = calc prog map offset with secret(secret, prog map offset);

if (user leak offset >= 0 && user leak offset < prog map.size) {
prog_map[ user leak offset ] (}):

)
}

> secret_offset

> prog_map_offs

User

2gb area

et
user_leak_offse

t



O Linux kernel memory leak 2 ¢/$t Memory Layout

data map[] = {3ecret offset, prog map offset, bitmask, bitshifc};
if (secret_offset >= 0 && secret_offset < victim map.3ize) {
i zecret = victim map[secret offset];

eBPF program for leak user leak offset = calc prog map offset with secret(secret, prog map offset);

if (user leak offset >= 0 && user leak offset < prog map.size) {
prog_map[ user leak offset ] (}):

E]'
Kerne secret —

> secret_offset

victim_map —

prog_map

> prog_map_offs

et
user_leak_offse

User 1gb area-0 t

- secret 242 bit Tt £ leak.
1gb area-1 - bitmask, bitshift input 2 Edl|, secret byte
E——— HEHT bit £ leak X MAH.
- secret==00|H, area-0 MZSI=E
user_leak_offset 2 AAtgh,




O Linux kernel memory leak 2 2I8t MK 34 Step

data map[] = {secret_offset, prog map offset, bitmask, bitshift};
if (secret_offset >= 0 && secret offset < victim map.size) {
: zecret = victim map[secret_offzet];

eBPF program user leak offset = calc prog map offzet with secret(secret, prog map offset);

for memory leak if (user leak offset >= 0 && user leak offset < prog map.size) {

prog _map[ user leak offset ]();

secret_offset ==0, user_leak_offset==0 0| &/ =5 input MY. &, if £ training 5}7| 2Igt & input 2
MAE.
eBPF program S NHAMA Fif 20| 0f|F HAZEE T,
user space “area” |2 2| cache flush.
victim_map, prog_map 2 cache line bouncing 0| 3t0{ cache Al H|AH.
AKX} leak 5PE1 = M 22| E 2|8t secret_offset, bitmask, bitshift 2f A&,
eBPF program 2 &%,
If & 1HOM off = A& 2. ' 22| 240] secret Ol X{ZH&E.
secret byte 2| 1 bit £ 0tLH7| 28t user_leak_offset 2 Z|4t. (secret, prog_map_offset 2 7tX|1 7| 4t)
If—-— 2HHOJ| A Of| F Al 2, prog_ mapluser_leak_offset] O] A E[HAM, user space “area” HZE.
AHXt= “area-0”, “area-1” & HC| M2 Y =X| &2l sie H'E2H 22| bit 7t 021 X[ 1QIX| mHet,

[0(1)~(10) 2t secret_offset 2t HASIHA| gt=. ZE 71D memory dump.



Appendix-4
-- Exploiting barrier



O Barrier patch for fixing Variantl

4 \
(1) ptr = * (fp-144):;
(2) "“ptr = fp-216&6; )
(3) prtr2 = #*(£p-72) ;)
(4) secret = *ptri;
(2) 1f ([(secret == Q)
exit:
2] =leak area:;
&) — Y,

Barrier patch 2| A2, eBPF program 0{|A &&=

Non-patched
code

Qi@] *leak area;

({1} 1fence(): )

(2) ptr = * (fp-144):

(3) *ptr = fp-216; )

?ﬁj l1fencel():

(2} ptx2 = *(fp-T72);

(g6) lfence():

(7) secret = *ptr:

(B) 1f (=secret == 0)
exit;

(2) lfencel():

Barrier-patched code

o= oy

- OO

Ifence £t?? Ifence O|FS| EEHZHO{ 7t ELI7| ™0, Ifence 0|22 EEHHZ o SAH

/

0f 2tdil Ifence 2h= barrier & &, (Intel)

AZIX| Eehe A,



O Step-1: Speculative fetching & decoding

(1) 1lfence(): Ifence &3k = SO,
(2) ptr = *(fp-144);— Ol 2E HHO| M2 Qe[ X| 2
(3) *ptr = fp-21&; D& A7 |MEf =2 THE0{E &= JUS!

(4) lfence|():
(2} ptx2 = *(fp-T72);
(6) lfence():

(7) secret = *ptrZ:;

(8) 1f (=secret == 0)
exit;

(2) lfencel():

(10) *leak area; )

Barrier-patched code

- Barrier patch 8| 3%, eBPF program A £=dE|= 2= HHO| A0 lfence 2h= barrier £ &Y. (Intel)
Ifence 2t?? Ifence O|Me| REHHO It ELI7| MO, fence 0|22 EEHHES K ZAMAIF|X] H2t= A.



O Step-2: Jumping over the barrier

(1) lfencel():
(2) ptr = *(fp-144):

(3) *ptr = fp-216&; store, weakly-ordered memory type Ol CH$t

A%) 1fence();— N AL CH7|8[X] 1!
(2) ptrd = *(fp-T72):

(6) lfence(); (Not clear)
(7) secret = *ptri;
(8) if (=ecret == 0)

exit:;

(9) lfencel():
Qi?} *leak area; _//

Barrier-patched code

Code gadget-27} 25 MACH7| MEHo| Q2B 2 out-of-order execution 0l 2|8 Code gadget-1E L} HX
a4 7.

SFX|2H 22{2{H (4) lfence & FO{OFTF &t (Ifence 7t Ctg FHO| HA ML= 2 HOOZ)

oMo 2 Ifence 0| 2| store BH, weakly-ordered memory O CHSE BHEH 2| Z 2, Ifence 0|22 HHO| HK
AdE = A2, Ot HR o2 2R E HMelotl, ZFHX O = Code gadget-2 7t HA & 7ts!



Thank you
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